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Abstract of JP20001 96582 

PROBLEM TO BE SOLVED: To provide a 
method for recording, utilizing and delivering 
information for preventing illegal use by 
employing a storage medium identifier where 
the identifier unique to the storage media is 
used and the identifier cannot be used even 
when it is copied to other storage media. 
SOLUTION: A key server 4 uses an 
information specific key to encrypt object 
information, a storage device 42 stores 
encrypted information and the information 
specific key, an information recorder 2 uses an 
ID 11 unique to a storage media 1 to generate 
a medium public key and a media secret key 
and delivers the media public key to the server 
4. The server 4 delivers an encrypted 
information specific key resulting from 
encrypting the information specific key with the 
media public key and the encryption 
information to the information recorder 2, 
which records the encrypted information 
specific key and the encrypted information to 
the storage media 1. An information utilizing 
device 3 decodes the encrypted information by 
using the information specific key obtained by 
decording the encrypted information specific 
key with the medium private key generated 
from the ID 1 1 unique to the media and 
extracts object information. 
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Lfc«#fli«Ec (Kc, o £ffc«LT, mm&m 

K c Zm-JU fl<7)Ei§gS4 2(cE8LT*sS . n 
^fffSEc (Kc, C)liffigit*>'CD-ROM^ 

ffii* LTfc 9, Bf-^fPSE c (Kc, C ) ttBECEtt* 

4. 

[00 523 ffifHBOffftK c £*1f-A4 

s>e«*t raao idh tpsteitu 
a 2 rtgw>4»ffli^r 4riE«yi» 2 1 1\ ^ r < r>m 

«Kpmfc*r-f 7lMfi*Csm£4jfcU ^f-<7& 

ttffl*8K c t * 7&HHK p m SrffltvOWb 

U Bf^fttiHSII^rftE p ( K pm, K c ) 

4. 

[00533 acwe. m-^A\m^\Yimm^m 

P (Kpm. Kc) *ffi«E8£iB2'^Hi*-*. *§■ 
«lliEp (Kpm, Kc) *»tJR->fcflNfiE 
USIB 2 -Cli, flNNEtt*£lffi 2 2 irt Ett* f-rri 
*>EWI« 12^, «*fcflMB#*E p (Kpm, K 

c) *eiw*. i<oiai^(cfe^Ti!a«»±oft 

^^T4»M|Kpmfc«^(fcWWtrftEp (Kpm, 
K c ) X'h 0 , * r 4 7«*«K s m#& Wifcf Iff #fc 
ffiW&SEp (Kpm, Kc) lia#"CS-f. Wi«E 
KftWItiHBE c ( K c , C ) ^X^LX^tzt IX 
iffifSSWilKc^m{fB|^tffgEc (Kc. C) 

x r >r 7&bh«k p muaasfi-c m 

#>4. 

[ 0 0 5 4 ] ifc, ^S£^S2o^rffiTieii^T 4 r 1 

mtmm2<7)m£. mmmctf±%&cr>t§£X'i>m 
-a*4 ^flmeiKsiK2<ona^iifliftu^s <%^>%v) 

[ 0 0 5 5 3 H3tt, 4^<^3agtftiBIB£ff &E 

^tzfuvtmx'hh. mmiz^-tmrnms^xT 
Ad. Ett*-r*7ifc. Htt^r^rtff«S:»*a 

trflBBEfi$a7 4: , E*t^ t -f 7 1 (CfglrtSftfttPg 

{00563 E£*-f < r 1 {iie«>T -f rae^) 1 d 


4. 

[ 0 0 5 7 3 e«*t * r 1 izmmzm&ttffi 
mmmmm. Ki4yjBrag&7ikK2£»ig& 

7 2fc1HBEa»»7 3£i*->T*$'K E11*r-f7 
1 fc^LfciTEtt.*"? < T 1 fr&OBtt-X? 7« 
I D l l OS!^ai Lk s Ettffitt 1 2^tf**&* 

[00583 nmmm-z>m-^9ii. mzmim 
mzm^x k 2 a»&K 1 saw* k 2^^1^11359 

1 k . K 1 *fflv^TflHB®&«* "ftfttfeK 1 Bf#ft 

w«®r«^ftt4 tnhnmmamm 9 2 k . « 

^fll^ itfflWTO** Wf *E«ffia9 3 k . 
flWW»**ltfaa*9 4 s&»4>*4 . 
[00593 fWiiifftlfi<rtlic zm*-J<9 

&mis m-^9mmmmmmm 9 4 

fggRTilKckBff^ffiffiEc (Kc, C) $r#j£LT*3 
ffi^aWUKckUf^tf^Ec (Kc, C) lift* 

-^9i*w>EttSBB9 3HEHLTtj<. 

[006 03 BWflHfit»>--A93&»4>E«^T-fri 

aa « 1 d 1 1 *^fflfgiBn^a 7 ^ok 1 ±j&gui 

^ 7 1 tf (UflftiMteffllvCK 1 S4«t % Jfc^^OK 

1 me** 2 *jmm& 1 2 ?isa 

ffl*jiH^fflV^TK2?:^L, K2*«W-^*9fciS 
K2*«iLfc»9--^9T{i. 4"fK2«# 

fl^saarcaasffl^si«i*fflv^K2*»^K 1 

u Efiaai9 3^flHiiawttKc*KoajL. am 

#flaSl*9 2T. ffiHtlK cSKl SrfflV^TBf^ 
ftU. KlflWtflHBEW«Ec (Kl. Kc)££j£ 
-T4. 

[006 1 3 a^t. »*-A'9liHWflHBEc (K 

C C) kKlBf^-fCffi^il^liEc (Kl, Kc) $r 

ffifgie^a7^m-r4 . Bf^tt#E c < k c . c > 

kKl«#ftffi«Bt«Ec (Kl, Kc) *gftWo 
fcflffi&££S 7 Tti . tPgfaHMa^ 7 3 trcEtt* 
T-fTl^Eii^l 2^ Bf^ff#Ec (Kc, C) 

kKim^fl:flH8ia*«Ec (Ki, kc) *%m$ 

4. 

[00623 z.<riti&m&m ixffim&±c?xm 

«»**#i3t»^, ffiiM*£ffi±£Syi4r-:?liK2 

kB|#ffi#gEc (Kc, C) kKlBg^^ffifgH^r^E 
c ( K 1 , K c ) X'fo 0 . EiMfflftii^^a ^>^{fil(f 
K2*»4>Kl**J64ifctt'CS"f. Kl^ifflffK 
1 Bt^|^|g@^E c ( K 1 , K c ) *^jffg@^ 

k c t4a#TST. -ts^aw^K c mmiimsmm 

E c ( K c , C ) Jia^T**^**, IEiM^±SrgS 
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[ o o 6 3 ] mz. ±§smiam3 -cfettxr < r i tz 

%m2tifzfm*Mmtzijmz^xft*z>. mm 

t -f 7* 1 Sr^* L^±t-fB1i^ 71 *>^<^Ett^ r 
*7$&g<0IDl lOH&tBLk. &WSttl24>&a 
^ajL£ff3<:k#T*#l>. K1&&BIS8 
U4fiNHE»SiE7tf>K l£j£8HIgi57 1 tmtTJUzf 
UXAfcfflv\ *fcKl^«RfcJ1i^4f!Uli£ffl»& 
AlfBE«ia7<0Kl4lS«yi*7 1i:ftWLTV^fc 

[00641 ffifBe>I5&& ffi*£WJfl"*-**&, IQte 

^T^ri«fflfBE«§ss7*»4,K>)aL. mmmm 

[0065] flratefflflft-iRfc. ISIt^r 4 7 1 

*r 4 7&g<0 I D 1 1 ^4>flHRf!lffiSM8l«lff^>K 1 
4J&&JI&8 1 T-fflJft&IllfcfflVvt K 1 U H 
l%i»82CK 1 *«U 2{±IB« 
-^T -f 7 1 ^RWHtt 1 2 *^ K 1 fff^^tPgH^liE 

c (ki, kc) m&mi. KumitmmmmE 

c (Kl, Kc) *Kl-C«#UI!«ffl**Kc*ft 

r , « fgfi^MaaJs 3 1:« l , flmft#»»ff 8 3 u 
e** r 4 r 1 oia*in$ 1 2 *>&iimNBE c ( k 

C C) *tt*aiU Bf^ffi^Ec (Kc, C) Srffifg 

1 0 0 6 6 ] £ £ -c^jEf m%tf. leit^ r r 1 

Bf^ffifgEc (Kc, C) fcKlBrefcflMgftraEc 
(K 1 , Kc ) £K»fflU S'Jtf>i£1t*T4 7CHSSL 

gijcoian^ f^r izmm 

^f-f7SliS«lD^i*t. £*tfi««;c.j&*-CS$rv* 

fflv»T±IEf9«fllffl«C1f«**Iffl L J: 3 k L£i§ 

K14J«®l»3 1-Cli. Kl' 
£*>K 1 ' Ti±K 1 Bf^fMt$8®*T8E c ( K 1 , K 

c) frt>mmffimKcZm^~rZ>Ztl*XZ%\\ <! 
Bf^ffgEc (Kc, C)a»S>BWflHRC£« 

T&fcK jE3*fflffl#!4IE1t?tT^ri*. If 
[ 0 0 6 7 ] B4 tt, *%^$4*>%fBB!|g£ffi&£ 


ffifg^*5£fcVvCCD-ROM^6 J Wy?-*>y 
h^gKSrMtT^ftfilffl^ilML. falter •< 7 

^HHm 3 kH&S fc<Z>T*& . 
[0068] "f . H4 t*-rH^®4<7)v-^x 
letter * 7 1 fc, £tt*T*TfcflWR£*&a, 

trtff#fais§£fi 7 k . mm t<ti wmztuzmi 
Rfctt 3 AHif flfflHE8 k % m&z&mz 

[0069] IBlt^T 4 7 1 iifeH^x-r 7ifeg?) 1 D 
ilk, a«tf>«ft*TOB*£«KR*l 23&»^>«ltt$*i 
4. 

[ 0 0 7 0 ] leit^T -f 7 1 (C^^S^iitftS 
$Sie^ia7Ji:. Kl4^!MaJ7 lkK24fi^a5 
7 2kflW8EIMSl«7 3*»- J TeO, W&*t<T 

1 *»itfcj:'CEtt^7 f -f 7 1 frboifUA*? 4 rm 
go 1 d 1 1 <om^ta it , leii^is 1 2^#i=e^ 

[0071 ] flW8«rE«t*«^-A9tt, iEiMffl^ii 
^^rfflV^T K 2*»4>K 1 S-fl^S K 2fI^kJaaS59 

1 k . k 1 *m^xmmm*vmc.LtiK 1 w<t 

wm*&i:vmmim*wm-itimai9 3 k , 

[00723 mm&m^#>mtimczm-'<9 
izmmi. m-;<9mmm^mm$ 9 a izxm 
wmm c k zmmmm c "cawflwuc sre&# 

^L^ff^-ffifgE c ( K c . C ) £fft£U ttfgllWII 
KcJi»r-^9rtOK«»ll9 3fclEIILTtJ*. B| 
-5HP8E c ( K c , C ) iiflHHift^C D - ROAH> 

mkLXto 0 . Bf^ffi ?8E c ( K c , c ) {±Bi(3fE1i^ 

T4 7i«>ai»«i 2rtfctttts<iTv^t>«ki- 

[0073] ff#@^SiK c *«W-^*9*»fe£«bt-r 
■f 7 1 * T'iM-r 4^^fc(i , i -f . ISli^ T'iTli 1 

^tsii^T 4 rm<r> 1 d 1 1 $:g!^aiL. ^12^1 
«7 nm>K 1 4^5aaa57 1 xmm&imzm^x k 
i^^l. <j«c-eoKi*»feflH®Eaaeai7i*i^K 

2^9Mgi5 7 2 -C-E&ffl*ai&£fflv ^"CK 2 Sr4^ 
U K2*«1f--A9tiSltr*. K2*a<iLfc£t^ 

->N'9-C{i. i-rK2m^^ra®T-iEjMfflftjill^ffl 

V^K2*»^»Kl*a#U £«3S19 3*»feflfflSe- 

^KcjrjRoaiL. ««#(fc«ffii»9 2tr. m^stn 

KcBl fcffiWCBUHfcU K 1 Bf^-fttf$gll|W^E 
c (Kl, Kc) 2:4^4. 

[oo74] acv^-c, «^-a9«k 1 W5\mm& 


(£ 1) )00-196582 (P2000-196582A) 


mEc (ki, kc) zmmmgmT^mm-h. k 
i m^fflmmmE c <ki, k c > z&m^tiw 
mmm i x-it , msimim^ i 3 ctk*x t < 

TW§mm.m 2lCBf^ffi^Ec (Kc, C) fcKl 

m^itmmmE c ( k 1 , k c > nmth . 

[0075] £tf)E2ara£tJWt . a&BHLbtt&B 
*>*tf*#;l:fc»*. Bia8B±*a&h.4T-*ttK2 
fcKlBtffcfflffllBSrttEc (Kl, Kc)TftO.E 
&ffl&lli£2n£>3:{*ft.(4*K 2*»4>K 1 fctt 
X'^-f . K 1 K 1 Bi^fttifSH^HE c ( K 

1 , k c ) fr&fltmrttK ci±»rc&-*\ ffiffisw 

UK c #&WUf Bf^ffifgE c ( K c , C ) {4«#TS 
[ 0 0 7 6 ] ifc. H^©4co^T'f21i^T>f r 1 

mm 3 mmmmkb mtx-bz tot* . 

-^'9 fcflH8£fl»7ttlSlaamftl2:fcS <=5r^=Grv^ 

tzwm%<ommt>?z tarn & . 

[ 0 0 7 7 ] H5I4, 4MaJB5a*tt£R»fc:ffi*£ 

*r 4 r 1 d tfuffl-t* ztiz* vm&izx h^iEim 

ffl£K3i:. «**Effi**^-><l 0 

[0 0 78] Ktt^T -f71li. ieii^T4 7ai^I 
Dl It, ji^^t^ISg=5riB^^l 2*&ft£3 

[ 0 0 7 9 ] leii^x 4 7 1 CHUB** s&tHir 

f8IB^Ha2(i:, 4MMT<74««HI«2 1 fcflNREg 
>&m 2 2 * W U fEU* f-f71^f Lfci-CE* 
-XT4 7ia»&0>iEtt*T<f 7tti*>I D 1 l^M^-tii 
t fc , GttffiH 1 2 ^co«# Qfi-Z'tfoZb ifC* h . 

#5*»^B«fll«*ESrr6i2S9gai0 1i:. 1(0 

loessi o itiEtt3iiT^sBWflr«**T4 7& 

0B«*^*TBi#fc*4ffi«Bf#fl^S 1 0 2 Sr^-f 
4. flHHIt^Sfr'^BWflWBi. 1 0 

tasnsfu o^ie^Mi 0 ita«$ii 
[0081] mimzm--^ 1 0 frt>§m* r 4 7 

1 4-CEiS-f 4 7 1 frt>tm 

*T4wmni di i£n*aiu ffma2A 


(a^Ma^r&eauia 2 1 ti en* r * 734a?) 1 d 

ftKsm&£ftU ^T-f7^HKpm5rSI^-Ai 
0 fcSMW4 . J* r 4 7&HSK P m fc»t Lfcftlf- 

^'1 0(4, ratsi 0 i*»^aw«fB*K»ajL. is 

*KpmT«»fcU Bf^tff^Ec (Kpm, C) 
[0082] <e*t*^ . m^t-K 1 0<4, Bf-^fffgE c 

(Kpm, o *iMRm/at2&mti. ame* 

mm2&. Bt^tt^Ec (Kpm, o &smt&t* 
mmtmmu 2 2 trias* f^n emwm 1 2 

WMflWREc (Kpm, C) fcKIW*. 
[0083] .1 <7>iEiM:fri££fiJffl LfcEgSK-hOSlI 

IB^KpmfcHt^lf^Ec (Kpm. C) TftO. 
4 7?i^HK s m^ffiltfBf^tt^E c (Kpm, 
C ) £f!-S§-T'£ *l * A 7ASMIK p mtfiti* 

[0084] <fct. SS»&|5 tefeVYOeflLX r 4 7 1 

iz^zixtzmLmmttmz^xmwth. is 
wwffl«ii3«. ^ii' , <.7^i!!iaa53 1 . mm 
mmm 3 . ti^mmmmmmm 4 stwl. iam^ 

t 4 7 1 SrS* L^±T12^^ r 4 7 1 3&»6«Ktt?< r 
4 73*g<0 1 D 1 1 ^>R»aj L i: . MZ&ffi® 1 2*>^0 

ag53 i<4ffifgie^a2co^^7^!aag?2 1 
[0085] flHBcoessft. nmmmtsite. £ii 
{0086] mwzmm^mui. *-r§mxT< r 

1 r 4 7M SO I D 1 1 ?r^ai L . ffifgf«J 

fflga 3 ftwmm^T&mmtf. 3 1 x-te^ r 4 7 

?iftgOIDl lSrfiJfflLT. >f^T«fKpmW 
TJTWmK s m£4j£U tff8fI^MaS53 3tZp< 

r 4 7$6®hk s m^^-r. na^j^ia53 2*4. %m 

^^4 710E«liWl23&»^llWflr«Ec (Kpm, 
C) £Bg<*ffiU ^OBf^tS^Ec (Kpm. C) 
r 4 71B9MIK s mtSf LT . § Wlt^C . AT 

m mom® 3 4 cat- . mmmmu 3 4 14. § n 

lifWfflUL^^, 09^.(4*^. »SflL »± 

[0087] iiT^jEWffl^hWEH^^ 4 7 1 3&»4>« 

^ft-i-Ec (Kpm. C) SrKAHSU S50ie^T4 
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rm^x. mmmmsx-mmmmtx 3 1 

iKpm' t^f^WKsra' tf£tfLZtlZt)K 
^f^TMKsm' X'lim^mmE c (Kp 
m, C) Zm^-f&ZMtX'ZZW Cl<Dfc£>. Bf-^ff 
$Ec (Kpm, C) j&»S>IWflHRC£a**ft£fci 

[0088] 

[00 89] *#5!fcJ:*tff. SHl«*»tf>flWfcWS 

•siiwu^Tt, xriT'mm. mmkmrns 

[0090] Mfc. *«WfcJ:*ltf . BttflMI*Efe< 
[0091] iWf . HBte&HMWtf**) 

*) hmmzm^-tz t a^s & . 

[ 0 0 9 2 ] 4fc. *#>BfcJ:*itf, flfflBffiraSJIJvi 
[0093] 38^ *«!!Hfc:J;fUf, ffif@EgSSKft>& 


tih\><nxhhoyx\ wmwz&mztix^iEmmx' 

X\ mfrttMZtiX&RmWrC%%\\ 

[BfiBe>ffi*&s»n 

[ii i ] i commmizmm&XT < rm 
m*mi&Fmm±nt:iM)m?>tm* mm 

mx-foh. 

[02] *^bjco^ 2 ^emfc:fl(«eit^ Tirm 
m-*mm Lttmmm±.<r>tzfr<mm>im. mm 

mx°h&. 

BIT**. 

{05 3 *m<vm5<vmmmiz&zim*T<7m 
m-*m tizttwmkntitotfimnm*, mm 

mx'bz. 

1 len^TMT 

2 tPSIBS^M 

3 mmmmm. 

11 Eit^^^Tfte^iD 

12 Ettffitt 

21,31 ^^r^^Mgp 
22 mmmmB 
32 gfi-fjaaa 

3 3 tSfSfl^JSMSS 

34 mmmmam^ 

4 1 

42 sons 

43 mfSBf^^ujaagis 
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[HI] 



5 1| 


3 3? I S 

HwrL 


11 
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[H3] 



[H4] 


91^ m&-s* 


92 


93 


K2 


84* 



81 ? 


All 
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(H5] 



m%®®mmmmmE.Tsm2^ s* jfmmm&&mm=T a i9# 2 -§■ 0* 

<72)fSH#t Ji ^ F ^-A(##) 5B017 AA06 AA07 BA05 BA07 BB02 

m^tB0f?SEffi^?tHTB 19# 2 ^ B* BB07 CA09 CA15 CA16 

i^ttft 5J104 AA12 AA16 EA16 EA17 EA22 

EA26 NA02 NA36 NA37 PA07 
PA14 
9A001 EE03 


